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Understand the customer’s needs, why do they want an access Control system?

Conduct a risk assessment to identify and mitigate the security threats.

Consider any integration opportunities such as integration with HR, Fire, CCTV, Intruder
systems etc.

Is there an interested third party such as insurer, landlord, architect etc?

Ensure the access control components and building/room fabric are appropriate to the level
of security required.

Produce a System Design proposal to meet the requirements of the customer.

Ensure your engineers are suitably trained on the products and services specified.

Consider legislation that may affect the proposal, i.e. Data Protection Act, Disability
discrimination Act.

Select products and services that meet the design requirements and comply with current
standards, such as EN50133 European Access Control Standards and Electrical wiring
regulations.

Consideration must be given to Health and Safety at the design stage to ensure compliance
with appropriate legislation and policies.
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The system should be installed to current standards such as EN50133, NACP30, legislation )
and industry guidelines such as BSIA Specifiers Guide (Form 132).

Ensure cabling chosen conforms to current regulation and meets the Access Control
manufacturers specification.

Offer sufficient protection to cables, particularly in non-Secure areas.

Consider both voltage and signal loss in long cable runs and ensure segregation of cables
where appropriate.

Consider future expansion needs of the system when installing cabling (this should also be
considered at design stage).

Ensure that engineers are suitably trained in the relevant aspects of Health and Safety, such
as risk assessment, working at heights etc.
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A visual inspection and thorough test of the system should be conducted prior to hand-over
to the client.

A checklist should be used to record the various tests needed to ensure correct operation of
the system, such as door alignment, access levels, configuration and operation.

Measure and record system voltages, resistances and current as appropriate. )
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Demonstrate system operation to relevant parties.

Ensure that all users and administrators are suitably trained. Training of all end users is
important to ensure the integrity of the system is maintained.

Provide system documentation, such as operation and maintenance manual, cable and
product schematic, system log book and system design proposal with any amendments
noted. All system documentation should be kept in a safe place.

Provide a handover certificate.

Inform the end user of any service and inspection routines necessary to maintain the
serviceability of the Access Control system. Assist the customer to formulate this where
required.

Where a Maintenance schedule is provided, an agreement should be made between both
parties outlining each other’s responsibilities. Visits should be documented and copies
provided to the end user.
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