INSTALLERS’ BASIC o
GUIDE TO ACCESS CONTROL =212

BSIA Form 132, A specifier’s guide to access control systems, contains useful information that will assist the installer and
help explain issues to the customer.
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e Understand the customer’s needs, why do they want an access control system? Is the system to

help with security, Health and Safety or environmental management.

Conduct a risk assessment to identify and mitigate the security threats.

Consider opportunities such as integration with human resources, fire, CCTV, intruder systems etc.

Is there an interested third party such as insurer, landlord, architect etc?

Ensure the access control components and building / room fabric are appropriate to the level of

security required.

Produce a system design proposal to meet the requirements of the customer.

Ensure your engineers are suitably trained on the products and services specified.

Consider legislation that may affect the proposal, e.g. Data Protection Act, Equality Act, etc.

Select products and services that meet the design requirements and comply with current standards,

and IET Electrical Wiring Regulations.

e Consideration must be given to health and safety at the design stage to ensure compliance with
appropriate legislation and policies.

e Consideration should be given to fire egress and access and these should be discussed with the

site’s responsible person.
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Risk assessment

and design
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e The system should be installed to current standards such as EN 60839-11, NCP 109, legislation
and industry guidelines such as BSIA Specifiers Guide (Form 132).

Ensure cabling chosen conforms to current regulations (e.g. BS EN 50575) and meets the access
control manufacturers specification.

Offer sufficient protection to cables, particularly in non-secure areas.

Installation Consider both voltage and signal loss in long cable runs and ensure segregation of cables where
appropriate and install to meet BS7671.

Consider future expansion needs of the system when installing cabling (this should also be
considered at design stage).

Ensure that engineers are suitably trained in the relevant aspects of Health and Safety, such as risk
assessment, working at heights etc.
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A visual inspection and thorough test of the system should be conducted prior to hand-over to the
client. A customer sign-off is recommended.

Commissioning A checklist should be used to record the various tests needed to ensure correct operation of the
system, such as door alignment, access levels, configuration and operation.

Measure and record system voltages, resistances and current as appropriate.

Demonstrate system operation to relevant parties.

Ensure that all users and administrators are suitably trained. Training of all end users is important
to ensure the integrity of the system is maintained.

o Ensure the user is aware of the importance of system back-up, how this is achieved and where the
Handover trammg data is stored for use if / when required.

Provide system documentation, such as operation and maintenance manual, cable and product
schematic, system log book and system design proposal with any amendments noted. All system
documentation should be kept in a safe place.

Provide a handover certificate.
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Inform the end user of any service and inspection routines necessary to maintain the serviceability
. of the access control system. Assist the customer to formulate this where required.
Maintenance Ensure the customer is aware of the benefits of a software support agreement.

Where a maintenance schedule is provided, an agreement should be made between both parties
outlining each other’s responsibilities. Visits should be documented and copies provided to the end user. )
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